
Installation Checklist

System
Verify free disk space, note data 
partition.
Check/Adjust firewall
Check/Adjust Automatic Updates- turn 
off auto installation.
Exclude database data directory from 
Anti-virus scan.

OPC Server
Create channel/driver
Create device/topic
Create/Import static tags or project
Check DCOM settings

Database
Create schema
Create user account(s) for FactoryPMI, 
FactorySQL. Give permissions for 
access/modification of schema.
[Modify authentication/access options.]
[Modify transaction log settings.]

FactorySQL
Create and test database connection

If using Windows Authentication: 
alter FactorySQL service account if 
necessary.

Check access to OPC server:
Connect/Browse access
Data update (callback) access

Verify settings
Alerting
Redundancy
SQLTags

FactoryPMI
Create and test database connection
Create authentication profile/create user 
accounts.

Startup Checklist
Database

Backup schema, include data if 
necessary.
Create maintenance plan

Backups
Data archiving/management.

OPC Server
Backup project file.
Make sure project file is set to load on 
startup.

FactorySQL/FactoryPMI
Perform system backup (not just 
“project” backup)

Overall
Verify activation on all applicable software components.
Record IP addresses, log-in information, etc. for each software component and field device.
Record cd-keys/licensing information.
Create disaster recovery kit- software, backups, copy of this document. Give to responsible 
on-site party.
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Project Information Worksheet

FactoryPMI

Installed Version:      
CD Key:  
Public IP Address:    
Internal IP Address:  
Internal Network Name:  
Gateway Username: 
Gateway Password:  
Computer Username: 
Computer Password:  

Database

Brand: 
Installed Version:      
Public IP Address:    
Internal IP Address:  
Internal Network Name:  
Username: 
Password:  

FactorySQL

Installed Version:      
CD Key:  

OPC Server

Brand: 
Installed Version:      

Devices (Name & IP Address)

Name IP Address Notes

Important Contact Information

Name Phone Number Notes

© 2008 Inductive Automation 2



Introduction

The installation and maintenance of FactorySQL/FactoryPMI based systems involves a wide range of 
technologies. Each normal installation consists of at least 4 components: FactorySQL, FactoryPMI, an 
OPC server and a database. Given that each component has its own set of requirements and caveats, it 
is important to have an organized game plan when implementing and installing a project.

Many users focus exclusively on the task of designing and implementing a project, forgetting to create 
a plan for installation, startup and beyond. In addition, some users may not be completely familiar with 
each of the technologies employed in the overall system, leading to confusion as to how they all 
connect and what is required for installation and recovery. Though this document does not help explain 
each piece of technology, it is designed to take some of the stress out of startup by providing a check-
list of the most important tasks. This list is broken into two parts: installation and startup. Installation 
covers the configuration of the main components, while startup focuses on disaster-recovery. These 
lists can help ensure the implementor that they have covered all of the bases, including some subtle 
ones that may have otherwise been overlooked.

A small glossary is also provided below, providing cursory background information on the main check-
list points. It is not intended to be a complete source of information, only to provide helpful context for 
each point. Once the implementor is familiar with the list, only the first few pages of this document 
need to be printed for each project.

Checklist Glossary

Installation: System

● Disk Space, Partition – It is first important to verify that there will be enough disk space 
available for the system to run properly. Given the large sizes of hard drives raw storage is 
usually not a great concern, but running out of space can cause systems to become very slow or 
crash. Also, it is common to have the main disk partitioned into several parts, usually one for 
the OS and one for data storage. If this is the case, it is very important to recognize it and 
configure the database store to the correct partition.

● Firewall – Most versions of Windows now come with a firewall enabled by default. A firewall 
is a basic network security tool, blocking traffic coming into the machine. Therefore, with the 
firewall enabled (and with the default configuration), it will not be possible for other machines 
to access the server. 

If you would like to allow remote access, the best route is to add “exception rules” to the 
firewall. These rules allow you to open specific ports, such as 8080 for FactoryPMI, or 3306 for 
MySQL. If you know that the computer is located on an isolated network or that the network 
segment is already protected by a corporate firewall, you may choose to disable the local 
firewall completely.

● Automatic Updates – Windows' Automatic Updates feature provides the latest updates 
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delivered directly to the computer. These updates often include important security fixes that 
reduce the system's vulnerability to attacks. By default Windows will download and install 
these updates, including restarting the computer. This is generally not desired in an industrial 
setting, so it is recommended that Automatic Updates be turned off, or at least set to require 
user input before installation. This also provides the user the opportunity to verify that the 
updates do not introduce compatibility issues with other installed software.

● Exclude database data from antivirus – Antivirus software is crucial to good security. 
However, they often work by actively monitoring file writes, which can wreak havoc on 
database performance. It is recommended that you add the database's data directory to the anti-
virus' exclusion list.

Installation: Database

● Schema – Many database systems will create a default schema (or “database”) during 
installation. In order to simplify the overall system and for the sake of clarity, it is often best to 
create a new schema dedicated to the project. This will provide flexibility with security, and will 
help make backups and restores easier.

● User accounts – It is not advisable to use the “root” user name and password to access the 
database from FactorySQL and FactoryPMI. You should create a separate login, and grant the 
necessary privileges for the project's schema. Using the root login, which has complete control 
over all schemas, creates a very significant security risk.

● Authentication Methods – Some databases, such as Microsoft SQL Server, allow multiple 
forms of authentication. In addition to user names and passwords, the connecting application 
can be granted access based on the current logged on user account. This is known as using 
Windows Authentication. It is generally easier to use named users and passwords (known as 
“SQL Server Authentication”), but based on the installation this may need to be turned on 
manually.

● Transaction Log – All transactional databases maintain logs of queries in order to improve 
performance and prevent data loss in the case of an emergency while writing. In most cases this 
log is handled automatically and goes unnoticed. In some cases, however, it is important to 
check the transaction log settings and make sure they are set to a reasonable level to avoid 
allowing the log to grow to a very large size. This is particularly true with Microsoft SQL 
Server. It is advisable to change the transaction log to use “Simple Log Mode”.

Installation: OPC Server

There is a large variation in OPC servers on the market. These points are designed with the most 
common, multipurpose servers in mind (RSLinx, KepserverEX, MatrikonOPC, etc.).

● Channel/Driver – The top layer of communication usually defines the general class of device, 
and what method will be used to communicate.

● Device/Topic – The second layer defines a specific connection point. This includes the model 
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of the device, its IP address (if networked), etc. 

● Static Tags – Sometimes it is possible to manually create defined tags, as opposed to 
automatically browsing them or using the device's memory address directly. If an OPC server 
does not support automatic device browsing, creating tags manually will allow you to create 
your FactorySQL/PMI tags by simply dragging and dropping. Also, static tags are often known 
as “aliases” because they mask the true address with a friendly name. This allows you to easily 
change the behind-the-scenes address later without modifying your project, if necessary.

● DCOM Settings – The OPC standard is based on Microsoft COM. Distributed COM, or 
DCOM, is normally used to connect between machines, but the security settings associated with 
it often affect local OPC servers and clients. A discussion of these settings is beyond the scope 
of this document, but many resources are available to help.

Installation: FactorySQL
 

● Database Connection – The connection specifies the location of the database, the user name, 
password, and schema (or “database”).

● Windows Authentication – If using Windows Authentication, it is important to realize that 
behind the scenes FactorySQL runs as a Windows Service, which by default runs under the 
“system account”. This means that irregardless of the logged in user, FactorySQL will not be 
able to access the database unless either the system account has access, or the service is 
changed to run under a different account that does have access. The account can be changed 
from the properties window in Windows' service management tool.

● OPC Connection – The ability to connect to the OPC server is determined by correct DCOM 
security settings. It is crucial to realize that there are two stages to successful communication: 1) 
Connecting to the OPC server, being able to browse (if applicable) and subscribe to tags and 2) 
Receiving data updates, in which case from DCOM's point of view, FactorySQL becomes a 
server and the OPC server connects to it. Therefore, the ability to browse but the inability to 
receive data often indicates a DCOM configuration issue.

Installation: FactoryPMI

● Database Connection – Generally similar to FactorySQL configuration, although use of 
Windows Authentication is different. Instead of changing the service's account, the windows 
login and password (along with any relevant domain information) is entered in the connection 
configuration.

● Authentication Profile – The default profile uses the internal database to store login 
information. You should create appropriate user logins instead of using only the admin account.

Startup

The goal of the startup/post-startup checklist is to create a reliable backup that can be used to restore 
the system with minimal downtime in the event of a failure. In the case when someone other than the 
original implementor must restore the system solid backups and documentation are of critical 
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importance.

● Database – In order to be able to restore the system to an operating state, it is necessary to back 
up any static tables/data that is not automatically created by FactorySQL. Also remember to 
backup any stored procedures, custom functions, etc. that are defined in the database. Most 
database systems provide tools that allow you to specify exactly what to backup, but it is 
usually most convenient to simply create a complete backup at startup.

● DB Maintenance Plan – When storing history, it is very important to realize that without 
taking any precautions, the data will eventually expand to the point where the system will slow 
down and the hard drives will run out of space. Of course, how quickly this occurs depends 
directly on the amount of data being logged, and in most cases it will be a very long time, but 
nonetheless it is better to be in control of the data. Discuss with the customer how much data 
they would like to track, and set up systems to delete/archive old or unwanted data.

When storing historical data it is often also important to create a regular backup scheme, 
so that a minimum of information will be lost in the case of a catastrophe.

● OPC Server – The configuration file should be backed up. Additionally the addresses of all of 
the devices, along with their model numbers and driver names, should be written down for later 
reference. It is common to refer to this information later when trying to troubleshoot networking 
and connection problems.
Additionally, some OPC servers (such as KepServerEX) have the ability to load arbitrary 
project files, but the default (or “startup”) file must be manually specified. That is, although the 
OPC server may be running a specific configuration, it may not load it automatically when the 
computer is restarted. Make sure that the appropriate options are set to load the correct file each 
time the OPC server is started.

● FactorySQL/FactoryPMI – Both pieces of software have the ability to create both System and 
Project backups. A system backup is more complete: it contains the project data, the database 
connections, internal authentication profiles, and any settings. Note that it does not contain 
external authentication information or SQLTags- both of which would be included in the 
database backup.

● Overall – Finally, it is important to organize all of the backups and information in a clear 
manner. Copies should be made for both the implementor and to leave on-site. Record all 
information needed to restore the system, verify functionality, and re-license the necessary 
software components.
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